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Abstract

Recently, there have been many developments
related to the Internet of Things (IoT) in the
automotive sector. Cars are continuously connected
to the cloud through on-vehicle devices, which in
turn has led to the connected car sosiety which
creates a new service and business. In the world
of Cyber Physical System (CPS), huge data in the
physical space is collected by connected cars, and
converted into knowledge in the center, which
creates new added values. The utilization of data
collected by on-vehicle devices which are the
source of this value creation is expected.

A video image around the vehicle, as one of the
data, is captured by the on-vehicle cameras and
may include personal information such as the face
of pedestrians and number plates of vehicles. The
General Data Protection Regulation (GDPR) is in
force in the EU for the protection of such personal
information.

As the video image is non-structured data,
it is difficult to be utilized in its original form.
Therfore video analysis requires tagging to extract
information contained in the video. Furthermore, it
is important to implement both of sophistication of
the tagging process and the protection of personal
information so that the video image can be utilized
in a variety of services. In order to achive this
objective, it is necessary to equip the on-vehicle
devices with object detection technology, which can
tag the collected images for identifying them and
define the area of personal information protection
by utilizing the tagged information.

This study reports the feasibility of object
detection processing by on-vehicle devices and
the application possibility of personal information
protection.
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